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JBoss Community

Open Source middleware

Java and other JVM-based languages
Led by Red Hat

150+ OSS projects, not only JBoss
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JBoss Community Team

Red Hat's dedicated team to support
JBoss Community

Part of team are Software engineers
and System administrators dedicated to
develop and operate systems for
Collaborative Open Source software
development

HW already provided by Red Hat

JBoss Community



Main jboss.org Systems

CMS for Project web pages - www.jboss.org
— Magnolia CMS

Development Forums, Wiki, Blogs - community.jboss.org
— SBS by Jive Software

Issue Tracker & Agile Project Management - issues.jboss.org
— JIRA with GreenHopper by Atlassian

Documentation Editor - docs.jboss.org
— Confluence by Atlassian

Source Code Repositories - svn.jboss.org
— Subversion

Source Code Analysis and Reviews - source.jboss.org
— FishEye with Crucible by Atlassian

Maven Repository - repository.jboss.org
— Nexus by Sonatype

and the many others
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jboss.org User Account

» Self-registration for jboss.org user accounts
 Many services need the user accounts

* Centralized system for user profile and
authentication data management

— User: Register (email validation), Edit profile,
Change password, Forgot my username,
Forgot my password

— Admin: Search user, Edit user, Dlsable user,
Delete user




User Profile Data
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» Shared user profiledata & —
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* Extra user profile data
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Authorization

* No centralized solution for authorization

* Each service uses its own authorization
system
— User groups
— User roles
— Permissions

* Centralized user roles/groups management
complicated due
— Inconsistent projects/subprojects structures

— differences In distinct services authorization
systems
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User Profile Sharing Architecture

 Shared user database

« Custom authenticators for services

— Create/update profile record in service's DB
— Check password (login, RPC calls)
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SSO Login System Requirements

* Login once, access all services

» Web technology (http/s)

* Subdomains used (*.jboss.org)

» Support of various web browsers

* Simple extensibility of login flow (postlogin
hooks)

* Simple implementation into services
* Simple HA cluster
* “Remember me” feature
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Central Authentication Service

* Authentication system originally created by
Yale University

* Open-source Java server component

* Library of clients for Java, .Net, PHP, Perl,
Apache and others

* Open and well-documented protocol +
SAML support

* http://www.jasig.org/cas CAS



SSO Login System User GUI

* SS50.jboss.org

JBoss Community Login

Don't have an account?

Username:

Password: JDiI‘I TOda ! ]

Bemember me

Having trouble logging in? | forgot my password. | | forgot my username.

Log In | If using a public computer please Log Out and Close your browser when you've finished.
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SSO Login System Admin GUI

* Audit log browser
« System informations

Audit Log View
Audit Log View

Date from: 16.2.2012 3:46 Date to:

Action: AUTHENT
AUTHENTIC,
TICKET _

Service:

TICKET_GRANTING _TICKET_MNOT_CREATED

TICKET_GRANTING_TICKET_DESTROYED
SERVICE_TICKET_CREATE!
SERVICE_TICKET_NOT_CREATED
SERVICE_TICKET_VALIDATED
SERVICE_TICKET_VALIDATE_FAILED

Usemame: Ticket.

Filter audit records

Number of records found: 521

Action

1522012 SERVICE TICKET_NOT_CREATED hitps: ity jboss

3522002 TICKET_GRANTING_TICKET_NOT_CREATED maeste

15,22002 AUTHENTICATION_FAILED maeste

152200 ICKET_GRANTING TICKET_NCT_CREATED maeste

1522012 AUTHENTICATION_FAILED maeste

352200 ICKET_GRANTING TICKET_NCT_CREATED markus fieber

13

View Statistics

Current cluster node: sso01 al sso jhoss.org (sso jboss.org) unning on Apache Tomeat/6.0.35
Runtime Statistics

Property

Cluster node sso01

Deployed version 1.4 (based on CAS 3.4.11)

CAS Ticket Suffix jboss-org-sso

Server Start Time Wed Feb 15 06:52:46 EST 2012

Uptime 0 days 21 hours 51 minutes 8 seconds 292 miliseconds

Memory 68 MB frec NI 130 ME total

Maximum Memory 227 MB

Available Processors 2

Ticket Registry Statistics
Property Value
Unexpired TGTs 322
Unexpired STs 0
Expired TGTs 4
Expired STs o

Performance Siatistics (from current cluster node only)

graphExecutionTimes
Mean

sso02

14 (based on CAS 3.411)

jposs-org-sso

‘Wed Feb 15 06:57:18 EST 2012

0 days 21 hours 46 minutes 41 seconds 487 miliseconds

75 MB free IR 125 MB total

22T MB




SSO Login System Architecture

©
jboss.org services
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CAS SSO Protocol Detalls

/9( Browser 5P IP

User I I :
1: Request to 5P 1 L | I
P 1.1: Request URL requiring login | i
I
1.1.1: Check local Il:ugged in-MNO
1.1.2: Send redirect for Auth request to IP i
________________________ | |
1.2: Auth request to IP I L
: P
I 1.2.1: Check globally logged in - NO
1.2.2: Send Login page |
1.3: Show global login page | E-———————————————— ——————— T————————————
2: Insert credentials _ _ |
2.1: Submit credentials I
I > . . .
) ) | o 2.1.1: Establish global login session
2.1.2: 5end redirect back to 5P 1 with IP reply gontaining auth token
________________________ +_____________
2.2: Send IP reply ta 5P 1 L }_
> |
2.2.1: Check auth token|
2.2.2: Perform I|:u:a| login for session
2.2.3: Serve originally requested resource I
3: Show resource e |
] T |
T I |
L] I I |



CAS SSO Protocol Detalls

* Gateway mode

— Login form is not shown to user if SSO session
IS not established

— No service ticket returned to SP in this case
— Useful for SP allowing anonymous access

 Renew mode
— Login form is always shown to user

— Useful for SP not participating in SSO due
sensitive data
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Questions & Discussion

?

Thank you!
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